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1. Introduction
This policy explains how our practice deals with access to, use and security of the My Health record system.  It applies to all staff (employees and contractors). 

This policy incorporates the requirements of Rules 41-45 of the My Health Records Rules 2016 (Cth) as well as relevant requirements of the following legislation (collectively “My Health record legislation”):

· My Health Records Act 2012 (Cth)

· Healthcare Identifiers Act 2010 (Cth)

· Privacy Act 1988 (Cth). 

We will review this policy at least annually, or more frequently as required when:

· new or changed risks are identified including factors that may result in unauthorised access, misuse or unauthorised disclosure of information or accidental disclosure of information, or 

· there are changes to the My Health Record system or relevant My Health record legislation since the last review.

We will provide a copy of this policy to all staff, and will keep a copy of this policy in our practice manual [and on our practice’s intranet].  We will keep previous versions of this policy in our [insert where]
We will provide a copy of this policy (or any previous versions of this policy) to the System Operator within 7 days of receiving a written request to do so. 

This policy should be read with our IT security policy, complaints handling policy and staff conduct and grievance policy. [however described]
2. Responsibilities for implementation and compliance monitoring
The Responsible Officer (RO) has overall responsibility for our practice’s compliance with this policy and with the My Health record legislation.

The Organisation Maintenance Officer (OMO) is responsible for implementation and compliance monitoring of this policy at our practice.

3. Managing user accounts (Rule 42(4); Rule 44)  

We will only give authority to access the My Health Record to those members of staff who require access as part of the duties of their role. 

We will authorise members of staff to access to the My Health Record system by:

· Keeping and updating a register of authorised staff which includes the name, position, and (where relevant) Healthcare Provider Identifier- Individual (HPI-I), and access level for all staff who require access to the My Health Record system

· Registering both our Healthcare Provider Identifier- Organisation (HPI-O) and the HPI-Is of our healthcare professionals for publication in the Healthcare Provider Directory (HPD) 

We will identify staff requiring access to the My Health Record system by: 

· Using our clinical software to provide unique individual logons or internal identifiers (including HPI-I) to staff members who require access the system 

· Ensuring that unique individual logins/internal identifiers are themselves password protected on our system

· Ensuring that our clinical software records the individual logon or internal identifier (including HPI-I) each time a record on the My Health Record System is accessed (including write, read and download of documents).

We will implement the following security measures for each staff member: 

· Providing staff with a unique user account with an individual login to access our computer system

· Requiring staff to have a sufficiently complex and robust password and to keep it secure

· Ensuring our computer system requires staff to change their passwords regularly

· Setting the screensaver to automatically start when each computer is left idle for a short period of time 

· Ensuring our computer system requires staff to enter their user name and password to deactivate screensavers

See also our IT security policy [however described] which outlines the IT security measures at our practice.

If an authorised staff member leaves our practice, their duties no longer require them to access the My Health Record system or the security of their account has been compromised, we will suspend or deactivate their user account by: 

· De-activating the HPI-I in our clinical software and removing of individual login details (if applicable).

· Amending our register of authorised staff

· Removing the link between our organisation and the provider entry in the healthcare provider directory (HPD) 

We will inactivate or delete a staff member’s user account after their departure as part of our practice’s off-boarding process. [however described]
4. Document and record codes (Rule 45)
Staff who access the My Health Record or a record in a patient’s My Health record using a patient’s record code or document code must not record, store or retain a copy for the purpose of accessing the My Health Record or record in the patient’s My Health record in future.

We will ensure that a patient’s record code or document code is not stored in our clinical software but is destroyed in a secure manner. 

5. Training (Rule 42(2), (4)(b))
We will communicate this policy to all staff as part of their ongoing training, and for new staff, as part of their orientation. 

Before we authorise a member of staff to access the My Health Record system, that staff member must complete training on: 

· how to use the My Health record system accurately and responsibly

· the legal obligations on our organisation and our authorised staff members using the system and 

· the consequences of breaching these obligations. 

We will conduct training when new functionality is introduced into the My Health Record system.

We will keep a record confirming the training completed by each authorised staff member and the date completed. 

6. Risk assessment and mitigation (Rule 42(4)(e)) 
We will undertake regular [insert frequency] privacy and security risk assessments of staff use of the My Health Record system and of our system generally. 

We will document our risk assessments in our Risk Assessment Register and we will implement improvements as required. 

If a security or privacy risk or breach is identified, it must be reported to the RO and/or OMO and appropriate action taken, including:

· Suspending or deactivating a user account

· Changing a user password and/or login information

· Reviewing and updating our IT systems and processes

· Where relevant reporting a security breach to the System Operator. 

7.   Handling breaches and complaints 

If a member of staff becomes aware of an actual or suspected security or privacy issue or breach of the My Health Record system (including a compromise to the security of a staff member’s account), they must report it immediately to the 
RO or OMO. 

The RO or OMO must complete a data breach report.  The data breach report must include details of the date and time of the breach, the user account involved, and which patient’s information was accessed (if known).  

The RO or OMO must report the breach to the System Operator, and the Office of the Australian Information Commission 
(if required). 

We will deal with any patient complaint that there has been unauthorised access to their My Health Record or other security breach in relation to the My Health Record under our complaints policy. [however described]
Any staff member who breaches this policy and/or accesses the My Health record system when they are not authorised to do so will be subject to our staff conduct and disciplinary policies [however described] 
